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Abstract— Encryption algorithms have been used since a long time to
keep secret data safe from intruders. These algorithms are generally
improved based on drawbacks of earlier algorithms. But each
encryption algorithm has a drawback that is exploited very well by the
intruders. These algorithms are so well published that their
mechanism gets known to everyone and thus the loopholes are easily
exploited. In order to overcome these drawbacks and in a bid to take
out the best aspects from the famous algorithms and covering their
flaws, in this survey, a technique of using multiple algorithms in a
predefined order on the same set of data is suggested. That is, the
algorithm security is greatly improved, through researching several
famous data encryption algorithms, and improving some data
encryption algorithms, and arranging encryption algorithms in some
order.
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I.  INTRODUCTION

With advancements in computer technology and the
widespread reach of the world-wide-web i.e. the Internet,
people's lives are changing rapidly. The liberalization,
internationalization and personalization features of Internet
have been attempting to bring revolutionary reform to
government agencies, enterprises and institutions, at the
same time help to boost the work efficiency and market
response to improve their competitiveness by the use of
Internet. But how to make the information system
confidential and make sure that it is not leaked, even if they
are stolen it is difficult to be identified, if they are identified
after al the difficulty, they are extremely difficult to be
modified. To prevent confidential information from being
accessed, modified, fabricated, to keep that protected has
become a hot research topic in the I T industry.

The encryption technology is the basic safety techniques
used in current e-commerce and banking websites which
are of extreme importance. Information encryption
technology can not only meet the security regquirements of
confidentiality of information, but also avoid the leakage of
the important information which are of high security
especially in the security (defence) and hospital, banking
sectors. Therefore, encryption technology is the base of
authentication technology, as well as many other security
technologies that are used today. At present, in different
areas of software systems, the most popular encryption
algorithms are the AES encryption agorithm, the MD5
encryption algorithm, the SHAL1 algorithm, etc. In
connection with characteristics of different encryption
algorithms, we define a simple initia encryption agorithm
first in this survey, then use the AES encryption algorithm,
finaly, form a hybrid encryption algorithm together with
MD5 encryption agorithm. The hybrid encryption
algorithm has greatly improved the security of the
encryption algorithm.
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[1. EXISTING SYSTEM

In the current encryption systems, individual algorithms are
used to secure data. Such as Linux systems use MD5
encryption algorithm while some others use maybe AES or
DES algorithms to encrypt their passwords. But each of
these mentioned algorithms have been cracked some or the
other time, which means they are not invincible and can be
broken by a skilled hand. Thus the security of the data
(passwords in many cases) is highly and threateningly
compromised. All these algorithms are very famous al
around the globe and are used by many, some are even open
source. This means that the agorithm’'s flaws are well
known to all and in some cases, even the source code is
well known to many. This adds up to the security woes of
these algorithms. Thus there needs to be a system which
overcomes these drawbacks while upholding the positive
aspects of these widely known agorithms.

[11. PROPOSED SYSTEM

The system proposed here intends to describe a hybrid
system where encryption algorithms are used in a
predefined order on the same set of data one after the other
to finally obtain an encrypted data form. This encrypted
data or cypher text can be used to transfer such confidential
data without the fear of being rigged. The only way to
decrypt such data would be to use the exact reverse order of
the encryption process used in the encryption stage.

Recelve the target data to be encrypted (e.g.
ABC)

v
Decide the number of algorithms to be used. (e.g. 3)

v

Decide the sequence of algorithms.
(E.g. Mathematical cypher, AES, MD5)

Y

Apply Algorithm 1(Mathematical cypher) to the data and generate
outout O1

v

Apply Algorithm 2 (AES) to the previous output O1 and generate
output O2

L 2

Apply Algorithm 3 (MD5) to the previous output O2 and generate output
03

v

O3 isthefinal output as no more algorithms are | eft in the sequence

v
Cypher text is generated.

Fig 1: Cypher text generation flow chart
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The exact reverse application of the sequence of the
algorithms needs to be used to decrypt the cypher text, thus
even if the algorithms used in this process are widely
known, unless the sequence is known to the decrypting
body, decryption isimpossible.

Example process with explanation:

Algorithms to be used are Mathematical cypher,
AES and finally MD5.

Mathematical cypher:

Cypher agorithms were one of the most preluding
algorithms of all the cypher agorithms. Most of them such
as Caesar cypher, substitution cypher are inexistent today as
they have fatal flaws or are too easy to decrypt. But the
only possible way to crack these algorithms is if their
output is known, because only then can the pattern be
detected. But in hybrid system, the output of cypher
algorithms are further encrypted by other algorithms and
thus detection of pattern is impossible even if the attacker
has the final cypher text. Mathematical cypher maybe or
may not be used. But this may be used as a dight deterrent
which would be producing output closest to the text and
thus may act as alast step to lead the attacker haywire.

Let us consider the use of a mathematical cypher
where each aphabet is substituted by its mirror aphabet
(i.e. A changesto Z, B changesto Y and so on) if it isin
odd place value else the digit remains the same.

Thus example data: ABC becomes ZBY .
AES encryption agorithm:

The Advanced Encryption Standard (AES), which
implements the Rijndael cipher, isasymmetric block cipher
that was developed as aresult of acall by the United States
National Institute of Standards and Technology in 1997 for
a secure cryptosystem to replace the then standard Data
Encryption Standard algorithm, which had become
vulnerable to brute-force attacks.

AES is a symmetric algorithm. Therefore, it uses
the same key for encryption and decryption. To allow for
this phenomenon, all operations used in the encryption
process must possess an inverse operation to exactly undo
the transformations applied to the plaintext in order to
recover the plaintext message from the cipher text at the
time of decryption. A field obviously contains the additive
and the multiplicative inverse of each of its elements and
guarantees the existence of the inverse operation of any
transformation (within the scope of operations available in
the field) applied to its elements. Thus, a field satisfies the
requirements that will allow use of the same key in the
encryption and the decryption processes.

Theoretically, there is not a known way to crack
the AES cryptosystem other than the use of brute-force
attacks, but the actually implemented algorithm uses parts
of the hardware that leave the system open to attacks. A
side-channel attack could happen because each part of the
implemented algorithm has its own runtime, so in theory, if
the attacker can correlate runtimes with knowledge of the
implementation, he could extract information about the key.
It is only fair to say that these attacks are very difficult to
attempt and practically impossible in real life, as there are
many circumstances and knowledge of implementation
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details is required. Also, there are practices that can be used
to defend against these attacks, like manipulating the kernel
behaviour and trying to send information along specific
CPU pipelines, but as stated earlier, the attack, by itsdlf, is
only theoretical and very unlikely to occur in the real world.
Another planned attack to AES algorithm was the square
attack, which was successful in breaking Rijndagl’s
predecessor, ablock cipher called Square. The square attack
exploits the byte-oriented structure of the agorithm to
extract information about the cipher key. This attack has
been proven successful if the AES agorithm would have no
more than seven rounds for the 128-bit key and no more
than nine rounds for the 192- and 256-bit keys. However,
with the current number of rounds for each possible key
length, the square attack does not seem to threaten the
security of AES unless we are able to reach the level of
power necessary to break Rijndael cipher.

However, even with a few devices vulnerable to
attacks, AES ill remains one of the most secure
cryptosystems, especialy in applications with a larger
memory space, which alows use of longer keys and
additional masking in the key generation part of the
algorithm.

Thus AES in itself is vulnerable to brute force and
other forms of attacks and still is one of the most secure and
used algorithms and thus if set into a hybrid algorithm set
like the one, the brute force attacks on AES can be avoided
as the output of AES would be further encrypted by other
encryption algorithms and thus as the attacker wouldn’t
have the output of this algorithm in raw form, brute force
attacks and other attacks that use output as a key to attack
can be thwarted .

The output obtained in the previous algorithm acts
as the input to AES i.e. ZBY acts as input to AES and the
output obtained be: EfJAbOY:00)[?U or (c8 ed 5d c1 1d 62
d3 bd d2 f3 29 18 16 5b 3f db) in hexadecimal form.[2]
This output is then given to the next algorithm to encrypt.

As we see that the output length varies from the
input length, this disallows another vulnerability that may
have resulted if the size would have remained the same.

MD5 encryption algorithm:

The MD5 message-digest algorithm is a widely

used cryptographic hash function producing a 128-bit (16-
byte) hash value, typically expressed in text format as a 32
digit hexadecimal number. It is used extensively by Linux
systems. It compresses a piece of information with plain
code and random length into 128 bits value by hash
algorithm, which is caled information distract. MD5
algorithm is irreversible and cannot recover the original
plain code information from information abstraction, thus it
is always believed safe. However, some researches indicate
that MD5 agorithm could be deciphered by collision
attack, and the security of its application has received the
challenge.[4]
The main advantage of MD5 is that the output is a standard
128 bit irrespective of the input length and also that the
output varies each time the data is encrypted even if the
data is same, but the main disadvantage is that the output or
cypher text may repeat after certain computations.
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The output obtained in the AES algorithm is now used output in this example simulation of the hybrid encryption

as input to MD5 agorithm and thus the

EABOYOG)[20

input

gets converted to

16d47741d5fe651278e114fa20b499cf  which is the final

algorithm technique.

COMPARATIVE STUDY OF VARIOUSENCRYPTION ALGORITHMSPLACED AGAINST HYBRID SYSTEM.

Cypher Algorithm

Defects

Improvements

Transposition ciphers can be broken with restoring the
original order of the letters. Column and row

Transposition cyphers can be broken by various known
rearrangement techniques, but the answers only make sense if the
obtained texts after trials would make sense in any form. But if
the trials despite being correct in decrypting the cypher text he

Transposition (Matrix) rearrangements, and frequency distributions of diagrams wouldn’t make sense, the purpose of the attacker would be
cypher and trigrams (three-letter sequences) are commonly used defeated. Even if heisable to dec_rypt the cypher, he wouldn’t
in cryptanalysis of transposition ciphers undgrsxand that what he obtained is correct as the data he would
obtain would be cypher text of another algorithm and thus the
attacker wouldn’t even know when he gets the correct text and
when he doesn’t get it.

The frequencies match with the English alphabet frequencies
An eavesdropper can decrypt a cipher- text by which would be understood by the user, but in this case the
performing frequency analysis on the lettersin the cipher | breaking would result in an obscure text as the result obtained

Substitution cypher text. Because of the substitution, the letter frequencies would be the output of another encryption algorithm. This would
will be different than the frequencies for normal English mean that even a simple substitution cypher, if used in ahybrid
text. The eavesdropper can still exploit this frequency set, can prove dangerous as a simple 5 word substitution may
information to break the cipher. yield 5% possihilities, imagine a 128 bit cracking would be

impossible evenin alifetime.
Analysis shows that collisions of SHA1 can be found
with complexity less than 269 hash operations. Thisis The hybrid algorithm doesn’t offer any significant improvement

SHA1 dlgorithm the first attack on the full 80-step SHA1 with complexity | over the new SHA1 but the multiple security used due to multiple
less than the 280 theoretical bound. Based on estimation, | agorithms along with their random usage may provide extra
it isexpected that real collisions of SHA1 reduced to 70- security.
steps can be found using today’ s supercomputers

Brute force is absolutely useless as brute force needs a

confirmation that the answer is correct. In hybrid theory, the
AESisvulnerable to brute force attacks and also side answers obtained too would be cypher texts of other algorithms

AES channel attacks that focus on the run time of the and thus brute force wouldn’t help at al. Side channel attacks
agorithm to process the amount of steps used in would measure time only if one algorithm is used, but aswe are
encrypting the data. using multiple algorithms and the attacker doesn’t know their

order asit israndom for al the possibilities and thus time
calculation isimpossible.
The main attacks possible on DES are automatic brute All these attacks on DES were possible due to its one time

DES agorithm force and linear and differential attacks and this wasthe encryption but in the case of hybrid encryption, the data
main reason that warranted the need of the use of AES deciphered would too be a cypher text and thus brute force attack
over DES. isn't possible.

Timing attacks have been the reason for the downfall of gi mi ng attacks are only possi blg if there s only one a!gorithm
) DSS in which the attacker takes alook at the time being implemented, bu? in hybrid syst_em, many algonthms ae

DSS algorithm . implemented that vary in the order of implementation and also the
consumed and narrows down on the possible values of . . h
the secret key. number of_algor_|thfns |nv_o| ved vary as per user and thus detecting

time used itself isn’t possible.

Detecting the MSBs and the L SBs of the code are only applicable
gg&ecw?ezr;?]eazr\‘gr;agkﬁ g&ﬁ?ﬁitﬂeé?lﬂ?ggrs;n ?f the derived d_eci pher_ed text makes_any sense to the attacker, but
key bits. The motivation for these so-called partial key in case of hybrid algorithms, the deci phe’red text would make no

RSA agorithm exposure attacks mainly arises from the study of side- se}r;sehto thg at;acker ?(nd tr%us hﬁ wc_)ul dnh_t be aﬁlgto fathom |
channel attacks on RSA. With side channel attacks an which oneisthe re_al ey though using this technique he would
adversary gets either most significant or least significant get hear to decryptmg_ the data as the MSBs a_nd L SBs that he_

Y9 g g
bits of the secret key. obtains wopld draw him closer to the conclusion but the multi-
layer security would prove a great deterrent.

In hybrid algorithms, even though the dictionary attack and
MDS5 algorithm is vulnerable to Collision and dictionary collision attack threats are not resolved and the attacker manages

MD5 attack. The attacker would get the plain text one he to crack open and decrypt, all he getsis another cypher text of the

successfully deciphers the MD5

agorithm used just before MD5. This successfully adds another
layer of security despite getting broken on one front.

Affine cryptosystem

There are three major possible attacks for the affine
cipher:, they are

1. Frequency Attack: Since the frequencies of the
various diagramsin English have been tabulated.

2. Exhaustive Search: Each plaintext letter has only five
possible corresponding Cipher text letters.
3. Cipher text only attack: unless the keyword is long, the
last few rows of matrix are predictable.

The affine crypt encrypts the data using a matrix and thus the
only way of attack is frequency analysis or brute force. But in
hybrid algorithms, the affine system’s output would be encrypted
by some other algorithm such as say MD5 and thus the characters
wouldn’t remain same in number as the letters in the input(128 bit
standard output by MD5) and thus both the attacks get nullified
and cannot be implemented.
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IV. FUTURE ScopPe
This system is flexible to be implemented by the user in
many ways as he desires i.e. the number of algorithms to be
used, the sequence of algorithms and even the algorithms to
be used may vary from user to user. This ideally makes it
strenuous for the attacker to attack or decipher the plain
input text unless he knows the algorithms used in the
process of encryption, the sequence they are used in, etc. as
the sequence is vital for decryption. This flexibility enables
a wide range of uses and also enables accommodation of
new algorithms as and when they are developed in the
future.
In another innovative approach, a password may be set
which would help decide the algorithms to be used from an
array of them and also the sequence of those algorithms to
be used would be decided by the unique password which
would also be needed for decryption. A software can be
built for this purpose consisting many algorithms and then
as soon as it receives password and data, it computes the
algorithms to be used and their sequence based on the
password and apply it to the data and during decryption,
follow the same process and input the encrypted text and
password to decrypt. This would improve the efficiency of
the hybrid system greatly.
E.g. let the software have 9 algorithms in it (such as AES,
DES, MD5, etc.).
L et the password be 1542
This means that the algorithms 1, 2, 4 and 5 will be used in
the sequence 1-5-4-2 to implement the hybrid encryption
system.
Thus until the password is known, the decryption will be
impossible and the complexity would increase with the
increase in the number of algorithms used.

V. CONCLUSIONS

Using a single encryption algorithm renders it vulnerable to
many attacks that attack the weak chinks in the algorithm’'s
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armour especially most agorithms face grave danger
against brute force attacks. Thus using multiple agorithms
in a sequence where the output of one algorithm is the input
for the next algorithm in the series provides extra security
by securing the data exponentially well and the flexibility
of the technique as mentioned before makes it wonderful to
be used with future algorithms and also to be implemented
with passwords for extra protection. The multiple
encryptions aong with the randomness in nature of the
selection of the algorithms, their sequence and the number
of algorithms used provides a lot of safety in multiple
layered manner as compared to the algorithms used as a
stand-alone entities and guards against many well-known
attacks. Classical algorithms that were easily cracked but
had a easy way to encipher can be used in very efficient
way if included into hybrid algorithms. The main and only
negative is the overhead and the time and resources used for
multiple encryptions would be huge and would keep
increasing with the number of algorithms used.
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